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A B S T R A C T

The smart city is set to be the next important stage in human history. It consists of numerous Cyber-
physical systems (CPS) that can be endowed with different levels of intelligence. However, the increasing
use of the CPS and their application to key infrastructure components means that failures can result in
disruption, damage and even loss of life. Avoiding these consequences is not a trivial problem and some
researchers propose that cloud computing can provide the effective and sustainable services for smart city.
With the integration of CPS and cloud computing, sensor-cloud system becomes popular in many fields
where the physical nodes can be shared with multiple users, which can achieve high performance com-
puting. However, when a physical sensor node receives multiple services commands simultaneously, there
will be some service collisions, namely, coupling resource management problem. This coupling resource
management problem leads to the failures of services. In order to solve the coupling resource manage-
ment problem, we propose a fog computing model and extend the Hungarian algorithm to manage the
coupling resource which can get smaller delay to realize effective and sustainable services. The fog com-
puting layer acts as a buffer and controller between CPS layer and cloud layer which can handle mali-
cious attacks to build highly sustainable systems. Experimental results and theoretical analysis show that our
method can reduce the coupling computing and increase the resource utilization to make systems more effec-
tively.

1. Introduction

The smart city is one of the demanding aspects that uses dig-
ital technologies to enhance performance and wellbeing, to reduce
costs and resource consumption, and to engage more effectively and
actively with its citizens. Smart city focuses on intelligent comput-
ing infrastructure and the smart city and CPS be closely bound
up.

CPS are reliable and evolvable networked time-sensitive computa-
tional systems integrated with physical processes, and are being widely
used in many critical areas, such as manufacturing, traffic control, mil-
itary surveillance (Liu et al., 2018), to target the locations (Qi et al.,
2018a), environmental (Wang et al., 2018a) and medical monitoring
(Qi et al., 2017a). CPS can be further developed to achieve the goals of
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intelligent, flexible and adaptive machines. Additionally, by integrat-
ing CPS with production, logistics and services in the current indus-
trial practices, it will turn factory today into an industrial 4.0 factory.
However, the shortcomings are limited the fields of CPS, such as small
memory, lack of energy, weak communication capacity, and computing
power (Wang et al., 2018b) (Liu et al., 2019) (Xu et al., 2018).

In order to overcome them, CPS are combined with cloud comput-
ing, so-called sensor-cloud system (Luo et al., 2018) (Zhang et al., 2018;
Chen et al., 2018a). Cloud computing provides superior computing
power and near-unlimited storage capacity (Qi et al., 2018b). What’s
more, moving the data to the cloud not only reduces the costs but also
provides the ability to the user’s customize their systems. One of the
characteristics of this system is the virtual sensor layer has appeared,
which can perform well in providing service for multiple users. For
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improving the resource utilization, one physical sensor can be shared
by several users (Wang et al., 2017).

However, compared with the fast developing data processing speed,
the bandwidth of the network has already come to a halt (Qi et al.,
2017b). Therefore, a new paradigm, fog computing is emerging tech-
nology. Fog computing (Edge computing) refers to enabling the tech-
nologies that allow computation to be performed at the edge of the net-
work, downstream data on behalf of the cloud services and upstream
data on behalf of the IoTs (Internet of Things) services (Al Omar et al.,
2019; Qi et al., 2017c). The fog computing can provide highly reliable
services which are more efficient than cloud computing for the CPS.

Even though, if a sensor receives commands from multiple users at
the same time in the system, the conflict happens, which is the coupling
resource management problem. For one thing, the sensor may have only
one command channel and cannot receive multiple commands at the
same time. For another, some commands may contradict with others.
For example, for a mobile sensor, one user may schedule it to move to
one direction for data collection while another user may schedule it to
the opposite direction.

The coupling resource management problem has a negative impact
on the user’s usage of sensor-cloud systems because of system conflicts.
In order to solve the coupling resource management problem, we pro-
posed a method based on Hungarian algorithm in paper (Liang et al.,
2017). This paper is an extension of the paper (Liang et al., 2017) and
the main extensions of this paper are shown below. First of all, we
revised the definition of the problem and gave the formal description
of the problem. Secondly, we rewrote the algorithm and designed the
buffer queue in the fog computing layer which cache most scheduled
resources. Finally, we rewrote the experimental environment settings
and added more realistic parameter settings. As for the experimental
results, we added the experimental results of the algorithm costs.

In summary, our contributions are three-fold:

(1) We find a coupling resource management problem in the smart
city system which can cause low-sustainability and system con-
flicts. As far as we know, this problem is a new problem by the
integration of cloud computing and CPS and a formal description
of the new problem is given in this paper.

(2) In order to solve the coupling resource management problem,
we extend the Hungarian algorithm with buffer queue (EHGB) to
obtain the minimum cost schedule and maximum resource uti-
lization. In addition, we design a buffer queue in the fog comput-
ing layer which will return the result to the cloud layer directly.
When there are some malicious nodes and user’s requests in the
system, fog layer can cache the conflicting node’s data which will
avoid system conflicts to realize high-sustainability.

(3) We conduct the extensive simulations to compare the proposed
scheduling algorithm with existing solutions. The performance
of the proposed method is validated by extensive experimental
results.

The rest of this paper is organized as follows. Section 2, the related
work is reviewed. The new problem of coupling resource management
problem is defined in Section 3. The design of algorithm is described in
Section 4. Section 5 is about the analysis and comparison of experimen-
tal results. We provide the conclusion in Section 6.

2. Related work

In this section, we briefly review the recent advances related to CPS
and fog computing, and analysis some solving coupling resource man-
agement problem methods.

2.1. CPS and fog computing

As mentioned above, CPS has made great achievements recently.
In managing big data and leveraging the interconnectivity of machine,

CPS can be further developed to achieve the goals of intelligent, flexible
and adaptive machines. Additionally, by integrating CPS with produc-
tion, logistics and services in the current industrial practices, it will
turn factory today into an industrial 4.0 factory with great economic
potential (Lee et al., 2015). In paper (Shu et al., 2016), a compre-
hensive literature reviews the recent contributions, which focused on
improving the Internet of Medical Things through the use of formal
methodologies provided by the cyber-physical systems community. Shu
Zhaogang et al. describe the practical application of the democratiza-
tion of medical devices for both patients and health-care providers. In
recent years, cloud computing has been widely used in CPS. So far,
it has achieved rich research results. Cloud computing provides com-
puting, storage, services and applications over the CPS, such as mobile
cloud computing. Mobile cloud computing is defined as an integration
of cloud computing technology with mobile devices to allow the mobile
devices resource-full in computational power, memory, storage, energy,
and context awareness (Yang et al., 2018; Huang et al., 2019; Chen
et al., 2018b). In the infrastructure based mobile cloud, the hardware
infrastructure remains static while also providing services to the mobile
users. However, there are several applications use the cloud resources,
but the usage is limited to storing and applying specific services such as
Apples Siri (voice based personal assistant) and iCloud storage service
(Stergiou et al., 2018).

Fog computing is a distributed computing paradigm that acts as a
middle layer between cloud data centers and IoT equipment/sensors.
Fog computing is a promising technique for CPS compared to cloud
computing. It extends cloud computing to the fog of the network
(Wang et al., 2018c), also enabling the new applications and services.
It offers compute, net-working and storage facilities so as to Cloud-
based services can be extended closer to the IoT devices/sensors (Qi
et al., 2016). The concept of fog computing was first introduced by
Cisco in 2012 to meet the challenges of IoT applications in traditional
Cloud computing. A large number of IoT devices/sensors are highly
distributed at the edge of the network along with real-time and latency-
sensitive service requirements. Since Cloud data centers are geograph-
ically centralized, they are often unable to meet the storage and pro-
cessing needs of billions of geo-distributed IoT devices/sensors (Pavel
and Zdenek, 2017). As a result, congested network, high latency in ser-
vice delivery and poor Quality of Service (QoS) are experienced (Xie
et al., 2016; Bhuiyan et al., 2017). Typically, a fog computing environ-
ment consists of traditional networking components such as routers,
switches, set top boxes, proxy servers, Base Stations (BS), etc (Arif
et al., 2018). It can be placed closer to IoT devices/sensors. These
components are provided with a variety of computing, storage, net-
working and other functions that can support the execution of service
applications.

2.2. The methods to solve coupling resource management problem

There are some related solutions based on fog computing. In IoT sys-
tem, there exist a tighter coupling between events and actions (Steiner
and Poledna, 2016). All raw events are collected from sensors readers
and processed solely on the Cloud, resulting in unnecessary data redun-
dancy and network overhead. By processing this data locally based on
fog computing, costs can be lowered and the overall responsiveness of
this system can be improved (Giang et al., 2015). In paper (de Brito
et al., 2018), a current line of action that leads to this direction is
the development of IoT systems; considered as the coupling of phys-
ical processes and the digital world, its influence in the next indus-
trial revolution is essential. In this work, the authors discuss its imple-
mentation, taking the fog computing paradigm into consideration and
extending a standard-compliant machine-to-machine communication
architecture to support container-based orchestration mechanisms. In
paper (Magurawalage et al., 2015), the authors introduce a new vision
for providing computing services for connected devices. It is based on
the key concept that future computing resources will be coupled with
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communication resources, for enhancing user experience of the con-
nected users, and also for optimizing resources in the providers’ infras-
tructures. Besides, such coupling is achieved by cooperative resource
allocation algorithms, by integrating computing and communication
services and by integrating hardware in networks. In paper (Zeng et
al., 2016), the authors propose that there is no strict coupling on the
computation and storage servers in the beginning. Then, the authors
re-couple the storage and computation servers based on fog computing
to minimize the overall task completion time with the consideration of
transmission time.

In operating system, in order to solve the coupling resource manage-
ment problem, some scheduling strategies are adopted to avoid the sys-
tem deadlock. The most common way is first come first served (FCFS)
method (Siahaan, 2016). The second common algorithm is the time
slice rotation scheduling algorithm which uses the deprivation strategy.
Time slice rotation scheduling algorithm also known as RR (Round-
robin) scheduling algorithm (Sangwan et al., 2017). Each process is
allocated a time period, called its time slice, the time allowed for the
process to execute. The principle of the algorithm is as follows: let the
ready process use the time slice for FCFS to rotate the scheduling mode
of the CPU. All the ready processes in the system are arranged into a
queue according to the FCFS principle, and the CPU is assigned to the
team first process each time, so that it performs a time slice, and the
length of the time interval is from several ms (millisecond) to hundreds
ms.

In the database system, there are mainly the buffer management
strategies to avoid coupling resource management problems. It is
assumed that there are some memory buffers to store the required
data, which provide the available memory buffer for the query on
the database. As for the buffer queue, it can be modified when the
system has some new read and write requests (Deng et al., 2018).
The purpose of the buffer management is not only managing user’s
requests but also saving and minimizing the delay and reducing the
unnecessary requirements as far as possible. In buffer management,
the system uses scheduling policies in similar operating systems to
replace the cache data, such as the least recently used (LRU), first
in first out (FIFO), clock algorithm. For avoiding coupling resource
management problem, the concurrency control method in the system
can also solve this problem very well, such as based on the times-
tamp.

In other system about coupling resource management problem,
researchers mostly study energy-efficient platform for different com-
puting (Kim et al., 2018; Teng et al., 2019). However, there are few
studies on coupling resource management problems in sensor-cloud
systems. It is essential to design an algorithm to deal with these
type of problem. In order to solve the problem of multiple distri-
bution, the Kuhn-Munkres (k-m) algorithm is a classical method to
deal with task assignment, and the authors improve k-m algorithm
to propose solutions for m-m assignment problems (Zhu et al., 2016).
In the work (Amponsah et al., 2016), Amponsah S K et al. propose
a heuristic method based on Hungarian algorithm (Hamuda et al.,
2018), this method can reduce computing time. In the paper (Krish-
naveni and Prakash, 2019), Rodriguez M A et al. present the infras-
tructure as a service (IaaS) cloud scientific workflow resources allo-
cation and scheduling strategy. The authors put forward optimiza-
tion algorithm based on the Meta heuristic, using particle swarm opti-
mization. Bhoi U, Ramanuj P N puts forward the improved Max-
min task scheduling algorithm. The improved algorithm of the Max-
min distributes tasks to resources to generate the maximum execution
time of (maximum) minimum completion time (the slowest resources)
(Bhoi and Ramanuj, 2013). In the work (Vizueteluciano et al., 2015),
VizueteLuciano E et al. develop new assignment algorithms by using
a wide range of aggregation operators in the Hungarian algorithm.
The new process of using an ordered weighted average mean dis-
tance (OWAD) operator and the induction of OWAD (IOWAD) oper-
ator is introduced. The main advantage of this method is that a

parameterized aggregation operator can be provided between mini-
mum and maximum. Numerical results show that the proposed tech-
nique can provide approximate optimal performance with polynomial
complexity.

The above study is the allocation of resources in some improve-
ments of classic algorithms, like joining parameters in classical algo-
rithm and combining with heuristic algorithm for processing. However,
in the case of coupling resource management problem, the proposed
algorithm cannot effectively meet the optimal matching of the users
and the resources. Firstly, we do not have enough information to pre-
dict the realtime demand in the sensor network, and the combination
of heuristic algorithms cannot solve this problem well. Secondly, if we
call a longest or the shortest task firstly, it can lead to deadlock of sys-
tem. In addition, the longest or the shortest resources are not the most
urgent resources. Finally, the matching as mentioned above is about 1
to 1 while the matching of 1 to n is allowed in the coupling resource
management problem.

To solve these problems, this paper proposes an extended Hungarian
algorithm with buffer queue. The core idea of the method is to use the
Hungarian algorithm to complete the initial matching, and determine
whether the matched resources can continue to be scheduled. Then it
is added to the initial matching to achieve the near-optimal match. In
addition, we design a buffer queue based on the fog computing mode.
The algorithm with the support of buffer queue can further improve
the utilization of the resources to reduce the coupling computing and
realize high-effective and sustainable system.

3. Coupling resource management problem

We first provide a formal definition of the coupling in Section 3.1,
and then we give a specific example of coupling resource management
problem in Section 3.2, which makes it easy for readers to understand
the problem.

3.1. Problem definition

Definition 1: Assume that there are M (M1, M2, …, Mm) users and
N (N1, N2, …, Nn) sensors (resources). One user can use the resources
provided by the several sensors but one sensor can only be used by one
user at the same time. When some users almost simultaneously request
for the same physical node in the sensor cloud system, the cloud has a
large delay in the underlying network. It is likely to feedback the “idle”
results, resulting in conflicts, namely, coupling resource management
problem. The average time taken by the system to complete all services
is T. Therefore, the main objective is to find a matching for the users
and sensors while maximizing the resource utilization to minimum the
T.

3.2. A specific example

Here is an example showing a simple coupling resource management
problem in sensor-cloud system.

As shown in Fig. 1, there are five different resources and seven users,
assuming that the user calls one resource will take three time units. The
relationship among the users and resources are as follows: User 1 calls
resource B and C; User 2 calls resource A and E; User 3 calls resource
B and D; User 4 calls resource A and E; User 5 calls resource D; User 6
calls resource C; User 7 calls resource D and E.

The results of different scheduling algorithms are shown in Table 1.
The FIFO needs 4 times to complete the scheduling, accumulating 12
time units; HG takes 4 times to complete the scheduling, accumulat-
ing 12 time units; and the more effective algorithm (The more effec-
tive algorithm refers to the near-optimal schedule which proposed in
this paper.) needs 3 times to complete the service, overall 9 time
units.
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Fig. 1. An example of coupling resource management problem.

Table 1
Comparisons for different scheduling methods.

Timestamp FIFO (First Input First Output) HG (Hungarian algorithm) More effective algorithm

1 1-B 1-C 2-A 2-E 4-A 3-B 1-C 5-D 2-E 4-A 3-B 1-C 5-D 2-E
2 3-B 3-D 4-A 4-E 2-A 1-B 6-C 3-D 5-E 2-A 1-B 6-C 3-D 5-E
3 5-D 6-C 7-D 7-D 7-E
4 7-D 7-E 7-E completed

4. Algorithms design and analysis

The comprehensive design of Hungarian algorithm is introduced in
Section 4.1, the detailed steps of algorithms are in Section 4.2, and
analyses are discussed in Section 4.3.

4.1. Algorithms design

The Hungarian algorithm mainly solves the problem of assignment
or maximum matching. The framework of the Hungarian algorithm is
as follows: Assume M is a maximum match for bipartite graph G. First
of all, M be the empty set. Secondly, a larger matching M may be found
instead of M though augmenting path. Thirdly, second process will
be repeated until the augmenting path cannot be found. The problem

supposes n individuals and n tasks, each person can only complete a
task and each task can only be completed by a person. The problem
is that the user and the resource are not a 1-to-1 correspondence, but
a m-to-n correspondence, and even in a match the user can still call
multiple resources. Thus, we add a loop to the Hungarian algorithm.
When the number of corresponding relationships are equal to the sum
of all the matching numbers, the loop is finished. If there are unused
resources after the initial match, the user continue to call the resources
to maximize the resource utilization.

At the same time, we put the algorithm on the fog computing layer
for processing. A buffer queue is designed in the fog computing layer
which returns the result directly. The number of resources in the buffer
queue accounts for 1/4 of the total resources. These resources are deter-
mined by the size of the number of requests which are received in the

Fig. 2. An illustration of the three-tier architecture in fog computing framework.
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cloud. On the one hand, it can process order or data in the fog comput-
ing layer to further reduce the scheduling time; on the other hand, fog
node has better understanding of the underlying sensor node, and the
security privacy of the resources will be better. The three-tier architec-
ture of the fog computing is shown in Fig. 2.

In fog computing framework, the fog computing layer is the inter-
mediate tier between the upper and lower layers of cloud and CPS
respectively: Firstly, the fog computing layer controls the underlying
node because the fog computing layers information on the underly-
ing node is more direct and timely than the cloud. In addition, the
fog computing layer can merge the multiple duplicate instructions
to reduce the number of calls for physical node. Secondly, transmis-
sion of information should be minimized, especially the control infor-
mation. The information transmitted in the sensor-cloud system is
divided into data information and control information. In order to
reduce the coupling degree, the control information should be reduced
between the sensor and the cloud. The fog computing layer can effec-
tively reduce the control message by making initial processing of the
data.

At the same time, we put the algorithm on the fog computing layer
for processing. A buffer queue is designed in the fog computing layer
which returns the result directly. The number of resources in the buffer
queue accounts for 1/4 of the total resources. The reason why we
choose 1/4 is that storage capacity of fog computing is limited and
it shows best results in experiment.

Algorithm 1 Caching queue algorithm
Input: cost matrix, location of fog node;
Output: cost matrix after caching queue;
1: every physic nodes has same initial energy E;
2: map = cost matrix;
3: vector < integer > cacheQueue.size() = X/4 + 1
4: for each line (session) in map do
5: find maximum time for each session(maxTime), get the

hop to the fog node of each session(Thop), get each
node’s remained energy(Eresidual)

6: S = maxTime[i]∑n
1 maxTime[i] +

Thop[i]∑n
1 Thop[i]

+ Eresidual[i]∑n
1 Eresidual[i]

;

7: sort(S[]);
8: for each element in cacheQueue do
9: if S[] > queue item.time then
10: cacheQueue.insert(this line);
11: cacheQueue.popout(last);
12: end if
13: end for
14: end for
15: for every element in cacheQueue do
16: put element in queue;
17: end for

4.2. The detailed steps of algorithms

The detailed steps of algorithms are illustrated in Fig. 3. The input is
a cost matrix, where the cost represents the service time need of current
user associated with the physical node. In the first phase, we judge
whether the cost matrix is O matrix. If it is O matrix, there is no conflict;
if it is not O matrix, then it goes to the second phase. The second phase
is to use the buffer queue to preprocess the cost matrix to reduce its
size. The third phase is to use the extended Hungarian algorithm to
achieve the maximum matching and complete the initial matching. The
fourth phase is to determine whether there is an unused resource to
be scheduled, and add it to the initial match to achieve near-optimal
matching. Repeat the above process and solve the coupling resource
management problem in the shortest time. The details description of all
phases are as follows.

Fig. 3. An illustration of the detailed steps of algorithms.

Algorithm 1 shows the algorithm designed for caching queue. The
input of the algorithm is current scheduling matrix and the location
of fog nodes, and the output is the matrix after caching queue repro-
cessing. Limited by the size of actual caching queue, in our simulation
experiment, we set the caching capacity on the fog layer to 1/4 of the
total amount of data generated by the underlying sensor network on a
particular moment. In the algorithm, the cost of energy are taken into
account. We assume all of the sensors have same energy in the begin-
ning. In the caching process, physics nodes has have priority over other
nodes for caching data, when they have more requests, less transmission
hops and more rest of its energy.

Algorithm 2 gives the detailed steps to extend the Hungarian algo-
rithm. Firstly, the input and output of the method are the cost matrix
after caching queue and the matching results. After that, using the
HG to find the maximum matching and matching results. Finally,
we added the detection of scheduling completion status. For the
unmatched resources, we check whether it can be further scheduled,
which can achieve a better match. Also, we will strip any finished ses-
sions.

4.3. Theoretical analysis

Theorem 1. Suppose M is a match of the bipartite graph. M being nec-
essary and sufficient conditions for the maximum matching is that the aug-
menting path is not existing.

Proof. Necessity: M is the maximum match → there’s an augmenting
path.

Assume that M is the largest match and there is an augmenting path.
According to the definition of the maximum match we can know that
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the matching number is the biggest. If there is an augmenting path
in the graph, there must be a new match increasing 1 by the original
match. The original match is the biggest match. There is no augmenting
path for maximum match.

Algorithm 2 Extension of Hungarian algorithm
Input: cost matrix after caching queue
Output: the matching results
1: while sessions not finished do //determine whether the

cost matrix is a 0 matrix
2: time stamp ++;
3: for every session in map do
4: bool finished = true;
5: if finished then
6: running = false; //not all sessions are running,

need relocate resources
7: strip finished session, move out of matrix;
8: else
9: move to next session;
10: end if
11: end for
12: if running then
13: bool consumed = false;
14: every flag try to use resource;
15: if any resource < 0 then
16: consumed = true; //resource attempted use

failed, flag current resource consumed and roll
back needed

17: end if
18: if not consumed then
19: usage this cycle and move to next cycle, roll

back resource usage;
20: else//roll back
21: end if
22: end if
23: reset flag;
24: use Hungarian Algorithm (Jonker and Volgenant, 1986);
25: check the unused resources and add them to use list;
26: end while

Sufficiency: The augmenting path ence → M is the maximum match.
Suppose there is a greater match M′ and |M′| = k, finding the aug-

menting path P of M′. P contains 2K + 1 edge, where k belongs to M′,
k + 1 does not belong to M′. Modify M′ for M′& P (M′ and P symmetry
difference operation) that |M′| + 1, there is augmenting path. □

Theorem 2. For the bipartite graph G, we define a match M. There is
a necessary and sufficient condition for M to be saturated in X. For any
subset A of X, the adjacent point sets of A is T(A) and |T(A)| > = |A|
has always been established.

Proof. Necessity: according to the definition of saturation, each vertex
of X is paired with T(A) at different vertices in M, so the T(A) >= |A|
is established, and the necessity is established.

Sufficiency: Assuming there exists a bipar-
tite graph G = < V1,V2,E > and there exists
a1, a2 ∈ V1, x ∈ V2, (a1, x), (a2, x) ∈ E. As shown in Fig. 4,
any of (ai, x) is deleted, which will destroy the condition. So,
A1,A2 ∈ V1, ai ∈ Ai and a1 join along x, |T(Ai)| = |(Ai)|.
So |T(A1) ∩ T(A2)| ≥ |T(A1 − {a1}) ∩ T(A2 − {a2})| + 1 ≥

|T(A1 ∩ A2)| + 1 ≥ |A1 ∩ A2| + 1. |T(A1 ∪ A2)| = |T(A1) ∪ T(A2)| ≥
|T(A1))| + |T(A2)| − |T(A1) ∩ T(A2)| ≤ |A1| + |A2| − |A1 ∩
A2 + 1| = |A1 ∪ A2| − 1. This is in contradiction with the known
conditions. Accordingly, the theorem is proved. □

Fig. 4. An illustration of Theorem 2.

Theorem 3. Assuming that the user’s resources usage time must be t time
intervals, if there are M users (M1, M2, · · ·, Mm), N resources (N1, N2, · · ·,
Nn), M users using the number of resources are P (P1, P2, · · ·, Pm), then
FIFO method takes X(X = M × t) time intervals. Using the extended Hun-
garian algorithm, the near-optimal time used is Y(Y = ∑(Pi)) and Y < X.

Proof. For the scheduling situation, each time can only meet the needs
of a user. The larger the number of users, the longer the scheduling
time, and the total time required is the number of users × use time
which is M × t. Every time the resources can be used, the resource uti-
lization will be largest, and natural time will be the shortest. The time
it takes for the user to call all the resources ÷ the number of resources
which is

∑(Pi)∕N × t. We know that M × N means that each user uses
all the resources, obviously the value must be bigger than

∑(Pi), that
is,

∑(Pi)∕N × t < M × t. The original proposition Y < X proved. □

Theorem 4. The time complexity of the proposed algorithm is O
(n × (n + m))

Proof. We make the bipartite graph G = < V,U,E > store in the
adjacency matrix. The two types of vertices are |U| and |V|, where
n = |U| + |U|. The number of correspondence is m where m = |E|. The
basic statement in the algorithm is the number of matches increases.
This basic statement is contained in a loop and a recursive lookup func-
tion. So the basic statement is executed for n × (n + m) times, the time
complexity of the algorithm is O (n × (n + m)). The time complexity
of the algorithm is polynomial time. □

5. Experiment

In this section, extensive experiments are conducted to validate the
performance of our proposed solutions by using Visual Studio and MAT-
LAB R2016a. In Section 5.1, the distribution of the initial network is
shown in Table 2. Comparison and analysis of four different methods
of performance results are shown in Section 5.2, which are FIFO, HG,
EHG (Extended Hungarian algorithm) and EHGB (Extended Hungarian
algorithm with buffer queue), respectively.

5.1. Experimental environment settings

This section describes the basic settings of the experimental environ-
ment. The experiment constructs five experimental scenarios. In Scene
1, the number of users is 7, and the number of resources is 5. In Scene 2,
the number of users is 20, and the number of resources is 15. In Scene

Table 2
Experiment parameters.

Parameter scene 1 scene 2 scene 3 scene 4 scene 5

Users 7 20 40 80 160
Resources 5 15 30 60 120
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Fig. 5. Performance of three different methds (a) Comparison of total scheduling times in different scenes. (b) Comparison of resource utilization in different scenes.
(c) Comparison of unit number of resources in different scenes.

Fig. 6. Performance of three different methds (a) Comparison of rounds number in different scenes. (b) Comparison of resource utilization in different scenes. (c)
Comparison of unit number of resources in different scenes.

3, the number of users is 40, and the number of resources is 30. In Scene
4, the number of users is 80, and the number of resources is 60. In Scene
5, the number of users is 160, and the number of resources is 120. The
sum of resources invoked by the users are all random values. As for the
parameters, some simulation results are unavailable, because they are
far from the real world. The parameters used for experiments are shown
as typical values. Considering the complexity of the experimental sce-
nario, this section describes the experimental environment no longer
adding a legend. The legend can refer to the example in Section 3.2.

5.2. Analysis of experimental results

In order to compare the advantages of our proposed method, we
compare it with FIFO, HG and EHG methods respectively. Among them,
HG algorithm is the classic Hungarian algorithm, which is the most
commonly used method solving the maximum matching of bipartite
graphs. FIFO is the method of user scheduling, which follows the princi-
ple of “first come, first serve”. EHGB is an extension of EHG which intro-
duces buffer queue in fog computing layer to reduce coupling comput-
ing and realize high-effective system. Following calculations: The num-
ber of rounds can get through the scheduling results by the program.
The total time = the number of rounds × user calls each resources time.
Resources utilization = total number of resources calls ÷ (the number
of round × resources number); the unit number of resources = total
number of resources calls ÷ total time. The user calls each resources
to take 3 time intervals.

Fig. 5(a) shows the calling time of the three scenarios under these
three algorithms. In the Scene 1, the EHG algorithm obtains the call
time for 9 time intervals, while the HG and the FIFO are 12 time inter-
vals. Further analysis shows that the EHG time is shortened by 33.3%,
compared with the FIFO and the HG. In the Scene 2, the EHG algorithm
obtains the call time for 18 time intervals, while the HG and the FIFO
are 24 and 21 time intervals. We can know that, during comparing with
the FIFO and the HG, the time is reduced by 25%, 14.2%. In the Scene
3, the EHG algorithm obtains the call time for 30 time intervals, while
the HG and the FIFO are 39 and 42 time intervals. We can know that,
during comparing with the FIFO and the HG, the time was reduced by
40%, 30%. In the Scene 4, the EHG algorithm obtains the call time for
72 time intervals, while the HG and the FIFO are 84 and 93 time inter-
vals. Therefore, compared with the FIFO, the EHG time is shortened by
29.2%; compared with the HG, its time is shortened by 16.7%. In the
Scene 5, the EHG algorithm obtains the call time for 162 time intervals,
while the HG and the FIFO are 180 and 195 time intervals. So, com-
pared with the FIFO, the EHG time is shortened by 22.4%; compared
with the HG, its time is shortened by 11.1%.

Fig. 5(b) shows the resource utilization of the three scenarios under
these three algorithms. In the Scene 1, the EHG algorithm obtains the
resource utilization for 75%, while the HG and the FIFO are 60%. Fur-
ther analysis shows that the resource utilization of EHG is raised by
25%, compared with the FIFO and the HG. In the Scene 2, the EHG
algorithm obtains the resource utilization for 71%, while the HG and
the FIFO are 54.4% and 51.2%. We can know that, during comparing
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Fig. 7. Comparison of the running time in different scenes.

with the FIFO and the HG, the resource utilization was enhanced by
38.7%, 30.5%. In the Scene 3, the EHG algorithm obtains the resource
utilization for 73.3%, while the HG and the FIFO are 56.4% and 52.4%.
We can know that, during comparing with the FIFO and the HG, the
resource utilization was enhanced by 39.9%, 29.9%. In the Scene 4, the
EHG algorithm obtains the resource utilization for 76.4%, while the HG
and the FIFO are 65.5% and 59.1%. So, compared with the FIFO, the
EHG time is raised by 29.3%; compared with the HG, its time is raised
by 16.7%. In the Scene 5, the EHG algorithm obtains the resource uti-
lization for 79.4%, while the HG and the FIFO are 75.3% and 66.7%. So,
compared with the FIFO, the EHG time is raised by 19.1%; compared
with the HG, its time is raised by 5.2%.

Fig. 5(c) shows the unit number of resources of these three scenarios
under the three algorithms. In the Scene 1, the EHG algorithm obtains
the unit number of resources for 1.33, while the HG and the FIFO are
1. Further analysis shows that the unit number of resources of EHG is
raised by 33.3%, compared with the FIFO and the HG. In the Scene 2,
the EHG algorithm obtains the unit number of resources for 3.14, while
the HG and the FIFO are 2.93 and 2.31. We can know that, during
comparing with the FIFO and the HG, the unit number of resources was
enhanced by 35.9%, 7.2%. In the Scene 3, the EHG algorithm obtains
the unit number of resources for 7.33, while the HG and the FIFO are
5.64 and 5.24. We can know that, during comparing with the FIFO
and the HG, the unit number of resources was enhanced by 39.9%,
29.9%. In the Scene 4, the EHG algorithm obtains the unit number of
resources for 15.27, while the HG and the FIFO are 13.09 and 11.82.
So, compared with the FIFO, the unit number of resources of the EHG
is raised by 29.3%; compared with the HG, it is raised by 16.7%. In
the Scene 5, the EHG algorithm obtains the unit number of resources
for 33.95, while the HG and the FIFO are 30.5 and 28.2. So, compared
with the FIFO, the unit number of resources of the EHG is raised by
11.3%; compared with the HG, it is raised by 20.4%.

The total rounds number results are shown in Fig. 6(a), the resource
utilization results are shown in Fig. 6(b), and the unit number of
resources results are shown in Fig. 6(c). It is seen that EHGB spends
the least amount of round and gets the largest resource utilization and
unit number of resources. The reason for this is that EHG with the aid
of buffer queue can process some data in fog computing layer.

As for the cost of the proposed algorithm, we have done compre-
hensive experiments based on the five scenes and compared with other
related methods. The results are shown in Fig. 7. The delay of EHGB
are 0.92 ms, 18.89 ms, 71.92 ms, 523.02 ms and 3778.92 ms in differ-
ent scenes. In a word, when the scale of the scene is small, the delay
is only a few milliseconds. When the scene is gradually complicated,

Fig. 8. Comparison of running time variance in different scenes.

the delay increases. The shorter delay means higher resource utiliza-
tion and smaller scheduling time. What’s more, Fig. 8 is the comparison
of delay variance. It can be seen that our method performs more stably.

These results show that the EHGB takes the shortest calling time,
the least calling round, and the largest resource utilization. The reason
is that our method can combine the advantages of the classic EHG and
FIFO, which can maximize the resource utilization. In addition, with
the support of buffer queue, fog computing layer can provide pretreat-
ment which can further shorten calling time and improve the resource
utilization to reduce coupling computing and realize high-effective sys-
tem.

6. Conclusion

The smart city system combines CPS and cloud computing and has
gradually become a research hotspot. Aiming at overcoming coupling
resource management problem, a mechanism based on the fog com-
puting is designed, in which the mechanism ensures the near-optimal
resource management. The fog computing layer is the intermediate tier
between the upper and lower layers of cloud and CPS respectively.
Besides, the EHGB introduces buffer queue in fog computing layer to
reduce coupling computing. When there are some malicious nodes and
user’s requests in the system, fog layer can cache the conflicting node’s
data which will avoid system conflicts. Experimental results and the-
oretical analysis show this method can solve the coupling resource
management problem efficiently to realize sustainable smart city sys-
tem.
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