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In the world scenario, concerns with security and privacy regarding computer networks are always in-
creasing. Computer security has become a necessity due to the proliferation of information technologies
in everyday life. The increase in the number of Internet accesses and the emergence of new technologies,
such as the Internet of Things (IoT paradigm, are accompanied by new and modern attempts to invade
computer systems and networks. Companies are increasingly investing in studies to optimize the detec-
tion of these attacks. Institutions are selecting intelligent techniques to test and verify by comparing the
best rates of accuracy. This research, therefore, focuses on rigorous state-of-the-art literature on Machine
Learning Techniques applied in Internet-of-Things and Intrusion Detection for computer network security.
The work aims, therefore, recent and in-depth research of relevant works that deal with several intelli-
gent techniques and their applied intrusion detection architectures in computer networks with emphasis
on the Internet of Things and machine learning. More than 95 works on the subject were surveyed, span-
ning across different themes related to security issues in IoT environments.

© 2019 Elsevier B.V. All rights reserved.

1. Introduction

Network security is a real necessity with the massive use of
the Internet. High access to information has given rise to critical
threats, ranging from a virus to a network intrusion causing signif-
icant business losses and, as a consequence, companies are invest-
ing in research using intelligent techniques to improve security as
intrusion detection tools [1-5].

Updating research in the area of intrusion detection in com-
puter networks is becoming indispensable. A major concern arises
with the IP protocol implementation in version 6 (IPv6) when it
comes to security in networks, and more precisely in detecting in-
trusions since that with the IPv6 protocol, there is a connection to
the Internet of Things (IoT). Such a synergy between IPv6 and the
IoT paradigm allows free access to the Internet by different devices,
such as a blender, microwave, clothing, wearable devices, and cog-
nitive buildings [6-10], among others, making network security a
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current challenge, where the search for intrusion detection meth-
ods for the IoT becomes fundamental.

Many works are being carried out in this context to find the
best parameters and results for the detection of intrusion in IoT-
based environments [11,12]. Some recent studies are addressed in
this survey, such as the work of Ahmed [13], which shows that
detection is an important task and that it detects anomalous data
from a given data set. The author points out that intrusion detec-
tion is an interesting area and that it has been extensively stud-
ied in statistics and machine learning. Costa et al. [14] also high-
lighted the importance of using intelligent tools to assist intru-
sion detection but in the context of computer networks. In their
work, the authors employed the unsupervised Optimum-Path For-
est (OPF) classifier [15] for intrusion detection in computer net-
works. The authors proposed a nature-based approach to estimate
the probability density function (pdf) used for clustering purposes,
which strongly influences the quality of the classification process.
Regarding the OPF classifier, Pereira et al. [16] proposed a similar
approach to the one presented by Costa et al. [14] but in the con-
text of supervised intrusion detection [17-19].

With the growth of the IoT paradigm in computer networks
and the increasing use of devices for this purpose [20], concerns
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about connected devices on an untrustworthy Internet become in-
evitable [21]. Furthermore, security-related research in IoT is a
promising and needed area, resulting in several techniques ap-
plied in this context to ensure, in some way, that some equipment
and devices can prove to be reliable [22]. The work developed by
Evans [23] presents an interesting chart that approaches the per-
spective of users with some IoT devices; its shown that growth is
exponential.

Cyber attacks, such as man-in-the-middle (MITM) and dis-
tributed denial of service (DDoS), are also common threats to IoT.
Work is being conducted to implement a system to protect an IoT
against such attacks. The FOCUS [22] system uses a virtual private
network (VPN) as security for IoT devices. Also, the same system
sends alerts during possible DDoS attacks in IoT platforms. The
study demonstrated a proof of concept and conducted experiments
to evaluate performance. Results showed effectiveness to filter ma-
licious attacks with low response time and little use of network
bandwidth.

Bostani and Sheikhan [24] report that the insecurity of the In-
ternet and wireless sensor networks, which are the main com-
ponents of IoT, make the IoT vulnerable to different attacks. The
same authors propose a new structure of real-time intrusion de-
tection, which consists of anomaly-based intrusion detection mod-
ules and specifications for detecting two routing attacks known in
IoT as collectors and selective routing attacks. For such purpose,
the specification-based intrusion detection agents, located at the
router nodes, analyze the behavior of their host nodes and send
their local results to the root node through regular data pack-
ets and to an anomaly-based intrusion, which is located at the
root node. It then employs the unsupervised OPF classifier to de-
sign clustering models using received data packets. The results of
the experiments showed that the proposed real-time hybrid ap-
proach achieved a true positive rate of 76.19% and a false positive
rate of 5.92% when collector and selective attack were launched
simultaneously.

Another recent survey by Alvarenga et al. [25] discusses the is-
sues to security, specifically regarding IoT, and the integration of
real-world devices with the Internet since cybersecurity threats are
brought to most daily activities. Attacks against critical infrastruc-
tures, such as power plants and public transit, can have severe con-
sequences for cities and entire countries. The authors presented a
study about intrusion detection systems methods for IoT, and they
also proposed a taxonomy to classify the papers used in this re-
search, which was based on the attributes, detection method, In-
trusion Detection System (IDS) placement strategy, security threat,
and validation strategy. It was also noted that the research of IDS
schemes for IoT is still incipient and that the proposed solutions
do not cover a wide range of attacks and IoT technologies.

Yang et al. [26] presented a study stating that IoT is designed
as a network consisting of small devices distributed over a wide
area. To address the limitation of existing research, an anomaly-
detection-based scheme was proposed to protect the security of
data aggregation from false data injection (FDI) attacks using the
techniques of state estimation and sequential hypothesis testing.
The main idea behind the work was to take advantage of the
highly spatial-temporal correlation between consecutive observa-
tions in IoT environmental surveillance to predict future observa-
tions on the previous comments. The authors evaluated the secu-
rity properties of the proposed scheme through a game-theoretical
analysis. The results show that the proposed approach achieves ro-
bust capacity to detect a compromised aggregator, even if the ag-
gregator launches an FDI attack with a very low frequency and in-
tensity.

Neisse et al. [27] raised some concerns about intrusion vulner-
abilities in IoT devices. The work proposed a Model-based Security
Toolkit, which is integrated into a management framework for IoT

devices and supports specification and efficient evaluation of secu-
rity policies to enable the protection of user data. The paper pre-
sented a Model-based Security Toolkit integrated into the frame-
work that allows user control and protection of user data. The
work was applied in a smart city scenario to evaluate its feasibility
and performance. The proposed model allowed the specification of
different types of trust relationships and aspects to govern inter-
actions among devices in IoT-based environments. Such a model
considers a reference system to define the trust aspects, and it sup-
ports the design of expressive trust-based security policy rules.

Still, with respect to the security concerns in IoT, in the search
to detect possible intrusions or vulnerabilities, another work, de-
veloped by Airehrour et al. [28] also expressed interest in explor-
ing the IoT routing protocols and their weaknesses to attacks. To
our best knowledge, this work was one of the first of its kind that
intended to provide a broad overview of different research find-
ings and proposed solutions concerning the issue of secure routing
protocols among IoT devices.

The primary purpose of this work is to compile recent works
that are oriented to improve IoT security. It also presents some re-
search that highlight concerns about possible intrusions or anoma-
lies, giving, therefore, proposals to cope with such issues using ma-
chine learning techniques.

The remaining of this work is organized as follows.
Section 2 considers research works that make use of new and
traditional machine-learning based algorithms in studies related to
IoT, and it discusses relevant contributions of the literature asso-
ciated with IoT security methods. Section 3 presents some widely
used datasets as well as the protocols adopted in the proposed
experiments. Section 4 presents the discussion and take-home
message learned from the works considered in this survey. Finally,
Section 5 states conclusions and a discussion about the future
possibilities for research in IoT security.

1.1. Motivation

Recently, several works related to IoT have received attention in
the academic area and also within the industry due to its potential
use in several human activities. IoT represents a potential solution
to improve the quality of life of people (e.g., the smartwatch, which
monitors health through its sensors [29]), and several technologies
have become popular with the fall in the sensor prices, the popu-
larization of remote storage services, and big data.

It is apparent that the easy access to such resources strength-
ens IoT when devices with different resources are connected to a
network, thus contributing to the emergence of new applications.
Such a brand new whole ground has come with a price: the need
for security. Furthermore, a concern arises regarding the level of
confidence regarding the data obtained from IoT devices, and how
or where this data can be used is one of our motivations for such
research [30-36].

However, we realize that no work has presented an in-depth
view of the application of machine learning in the context of IoT
with a focus on the detection of intrusions to date, which ends up
being the main contribution of this survey.

1.2. Goals

In this paper, we want to provide an overview of the research
progress in security-related issues in IoT environments. The scope
of this review discusses some methods based on machine learn-
ing and evolutionary computation, among others. The idea of this
review is to provide information on the current literature as well
to be a new source for researchers interested in IoT and security
issues.
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Fig. 1. Histogram of works considered in this survey.

Additionally, we also provided a clear vision of the possible
challenges of existing research and highlighted the new research
guidelines.

1.3. Work selection criteria

The databases considered in the search and selection of works
were the IEEE Xplore, Science Direct, Springer, Hindawi Publishing
Corporation, MDPI Publisher of Open Access Journals, and Wiley
Online Library, mainly. The selected studies were published from
2015 until the middle of 2017, with some works published in 2018.
We believe that this survey is of significant contribution to re-
searchers and professionals in the area of security in networks and
other related fields. Fig. 1 depicts the number of works found on
each database and considered in this work.

2. Related works

In this section, we review works that make use of new and
traditional machine learning-based algorithms to handle security
issues in IoT environments. The process of compiling the works
considered in this survey adopted the so-called “Systematic Litera-
ture Review” (SLR). Through SLR methodology, works can be iden-
tified, evaluated, and interpreted meaningfully. The process should
be conducted in a transparent and replicable way as much as pos-
sible [37].

Conti et al. [38] published an interesting survey, which ad-
dresses the challenges and opportunities in the IoT domain. The
authors portray the priority of a successful IoT network that is ca-
pable of detecting compromised nodes along with collecting and
preserving evidence of an attack or malicious activity. The study
focused mainly on portraying significant challenges in IoT. The au-
thors also stated that detecting the presence of IoT systems is a
challenge, considering that devices are designed to function pas-
sively and autonomously.

In the past years, using machine learning to aid security and
detection in IoT environments has become extremely important to
face the challenges reported previously [39,40]. However, we have
not found too many works that employed machine learning in the
context of security challenges in IoT-based environments.

Deep learning has also attracted considerable attention in the
past years. Currently, it is recognized as a relevant approach to
intrusion detection in networks in addition to acting in pattern
recognition, image processing, and text mining.

Diro and Chilamkurti [41] approached deep learning as a novel
intrusion detection technique for the IoT context with promising
results. The authors also reported that thousands of zero-day at-
tacks appear because of the addition of various protocols, mainly
from IoT and that most of them are small variants of previously
known cyber-attacks. Such a situation indicated that even ad-
vanced mechanisms such as traditional machine-learning systems
face the difficulty of detecting these small mutants of attacks over
time.

Ramos et al. [42] presented a survey that focused on model-
based quantitative security metrics that aim to quantify overall

network resilience against attacks. In this survey, an in-depth lit-
erature review of the state-of-the-art of Network Security Metrics
(NSMs) has been presented focused in the Common Vulnerability
Scoring System (CVSS) framework, which is used as input by sev-
eral security metric models. The differences between the security
metrics field and other correlate areas have also been conducted.
This study carried out a comprehensive and detailed review of the
main metric proposals and has been presented more specifically
in the realm of model-based quantitative NSMs; a complete and
thorough review of the main metric proposals has also been pre-
sented. The main pros and cons of each reviewed work have also
been described. Eventually, an in-depth investigation of the main
properties of the reviewed security metrics has been presented,
along with open issues and suggestions for future research direc-
tions, followed by a discussion on past related work. According to
what has been presented in this review, it is reasonable to assume
that the field of model-based quantitative NSMs is still in develop-
ment and significant more progress still needs to be done.

Granjal et al. [43] added that security metrics of such type
would also be valuable for users of other Internet infrastructures,
such as cloud computing and, especially, IoT, whose security has
received increasing attention.

Al-Fuqaha et al. [44] surveyed some challenges and issues that
belong to the design and deployment of IoT implementations, as
well as the interplay between the IoT, big data analytics, cloud,
and fog computing. The work presented a new intelligent tech-
nique for autonomous management, data aggregation, and protocol
adaptation services to achieve better horizontal integration among
loT services. They directed on the IoT protocols and standards re-
viewing the different protocols and patterns in the different lay-
ers of an IoT environment and approached the main functionality
and purpose of these protocols. The authors also researched the
consequence of IoT, which are Big Data, cloud and fog computing,
and the need for a new generation of data analytics algorithms and
tools that are suitable for IoT big data, such as to be able to shrink
input size. Finally, three use-cases were presented that illustrate
how the different protocols presented in this survey fit together to
deliver new smart IoT services that deliver new functionality to the
users.

Lopez-Martin et al. [45] proposed a new network intrusion de-
tection method specifically developed for an IoT network. The pro-
posed method is based on a Conditional Variational Autoencoder
(CVAE) with a specific architecture that integrates the intrusion la-
bels inside the decoder layers. The proposed model is also able to
perform feature reconstruction, and it also can be used in the cur-
rent Network Intrusion Detection System, which is part of network
monitoring systems, and particularly in IoT networks. The proposed
approach operates in a single training step, therefore saving com-
putational resources.

Fu et al. [46] argued that IoT will be a future part of 5G net-
works, but unfortunately, the resources of IoT as devices are con-
strained, and many security mechanisms are hard to implement
because the safety of IoT will certainly be related to many impor-
tant scenarios of the future 5G. In this work, an approach based
on the automata theory was proposed concerning the vast hetero-
geneous IoT networks. The method uses an extension of Labelled
Transition Systems to propose a uniform description of IoT systems
that can detect the intrusions by comparing actions flows.

The research designed the intrusion detection approach, built
the Event Databases, and implemented the Event Analyzer to
achieve the IDS approaches. The proposed IDS was able to de-
tect three types of IoT attacks: jam-attack, false-attack, and reply-
attack.

Still, regarding the concern with security and prevention of in-
trusions in IoT, we noticed that its architecture is not yet standard-
ized. For Adat et al. [12], organizations such as IEEE and ITU are
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Fig. 2. A generic IoT architecture.

working on the standardization of IoT. However, some technologies
such as IPv6, 6LoWPAN, IEEE 802.15.4 are then defined as a plat-
form for IoT, yet the authors say that there are a few architectures
for IoT and most of them are based on a network layer and a layer
that addresses the needs of IoT. The most generic architecture pro-
posed for IoT is depicted in Fig. 2.

Gunupudi et al. [47] showed that privacy preservation and in-
trusion detection is implicitly challenging and is much more com-
plex in the context of IoT. In this work, a membership function was
proposed to cluster attributes of the global dataset incrementally,
being the goal to represent each high dimensional sample in the
global dataset by an equivalent method with reduced dimensions.
A reduced representation was obtained using a dimensionality re-
duction approach which is used as input for classifiers.

Flauzac et al. [48] discussed security architectures for IoT based
on software-defined networking (SDN). In this context, the SDN-
based architecture works with or without infrastructure, called
SDN-Domain. The work described the operation of the proposed
architecture and summarized the opportunity to achieve network
security more efficiently and flexibly with SDN. In this paper, the
network access control and global traffic monitoring for ad-hoc
networks were considered, as well as the work pointed out some
architectural design choices for SDN using OpenFlow and discussed
their performance implications.

Wang et al. [4] emphasized that high-quality training data is
important to improve detection performance. The authors pro-
posed an effective intrusion detection framework based on Sup-
port Vector Machines (SVM) with augmented features. They im-
plemented a logarithm marginal density ratio transformation with
the goal of obtaining new and better-quality SVM detection, and
their empirical results showed effective values such as good per-
formance, high detection rate, and low false positive alarm.

Lépez-Benitez et al. [49] focused the research on multidisci-
plinary solutions through a suitable platform that takes into ac-
count potential mutual effects and interactions among the differ-
ent dimensions of future IoT systems. The project, called “Internet
of Surprise: Self-Organising Data”, constituted a platform to obtain
an accurate and realistic evaluation of IoT solutions. The prototype
enables the assessment and optimization of multidisciplinary as-
pects of IoT systems, including issues related to hardware design,
communications, and data processing.

Sedjelmaci et al. [50] employed the Nash equilibrium as a pro-
posal for a lightweight anomaly detection technique based on the
concept of game theory. The method mainly predicted the equi-
librium state that allows the IDS to activate its anomaly detection
mode to detect new attack signatures. The results showed that
the data generated is viable, obtaining excellent detection rates,
low false positive alarm, and low energy consumption. The authors

used TOSSIM, a simulator of TinyOS sensor nodes [51], for experi-
mental purposes.

Cruz et al. [52] addressed the need for an IoT middleware
since resources are restricted in the majority of the devices. With
such an improvement in hands, intelligent-based decision-making
mechanisms could be processed in such middleware.

The research completed by Bellagente et al. [53] focused on the
impact of IoT in the industrial automation world. The paper pro-
posed a new architecture that enables the integration of currently
available, legacy, industry-grade devices to be used across the In-
ternet.

One can notice the accelerated growth of IoT caused concerns
both in the convergence of the existing technologies as well as the
application of new techniques and especially with respect to secu-
rity. As a consequence, many relevant types of research in IoT have
emerged with an emphasis specifically in loT-based behavior when
it comes to computer network security.

Several works related IoT presented new technologies that work
together with the paradigm, always with an emphasis on the con-
cern for security issues [54-59].

For the sake of clarification, Tables 1 and 2 summarized the
works by the main purpose of the paper (PU), communication pro-
tocol (CP), application protocols (AP), data format (DF), machine
learning technique (MLT), and precision rate (PR).

3. Methods and datasets

In this section, we present some widely used datasets and
methodology employed in papers related to IoT and its security is-
sues [2,5,60-67].

Diro and Chilamkurti [41] employed three original-size datasets
known as KDDCUP99, ISCX, and NSL-KDD for experimental pur-
poses regarding intrusion detection in computer networks. They
proposed a distributed deep learning-based IoT/fog network at-
tack detection system, and the experiments showed the success-
ful adoption of artificial intelligence to cybersecurity purposes. The
authors also designed and implemented the system for attack de-
tection in a distributed architecture concerning IoT applications,
such as smart cities. The evaluation process has considered accu-
racy, detection rate, and false alarm rate as performance metrics to
show the effectiveness of deep models over shallow models. In the
first round of experiments, the 2-class (normal and attack) and 4-
class (normal, DoS, Probe, R2L.U2R) categories were considered in
the experimental section. Besides, unseen test data were chosen to
represent zero-day attack detections.

The study comprised two main objectives. The first one aimed
to compare the results of the distributed attack detection with a
centralized system conducted through deploying the deep learn-
ing model on a single node for the centralized system and multi-
ple coordinated nodes for distributed attack detection. To test the
performance of the parallelism, the number of machines used for
training the network as a function of training accuracy were varied.
The second goal was to evaluate the effectiveness of deep learn-
ing against shallow learning algorithms for attack detection in IoT-
based systems. The deep learning system, after hyper-parameter
optimization, has used 123 input features, 150 neurons for the first
layer, 120 and 50 neurons for the second and third layers, respec-
tively, and the last layer contains a number of neurons equal to
the number of classes. The model used batches of different sizes
and 50 epochs, and it has been trained with dropout to avoid the
overfitting problem.

A recent work developed by Acharjya et al. [68] presented a
method that detects specific activities, such as the dropping of
people based on resources, called Motion Projection Profile. The
temporal difference is extracted from the image so that it is pos-
sible to represent several postural levels of a person. Such drops
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Table 1
IoT summarized works - Part 1.

Reference PU CP AP DF MLT PR

[1] This work, in order to detect network attacks, using k-means algorithm TCP/IP - - k-means 80.19%
a new semi-supervised anomaly detection system has been designed
and implemented.

2] A useful intrusion detection framework by adopting a new - - - SVM, MCLPDR 97.23%
optimization method, specifically, time-varying chaos particle swarm
optimization.

[3] An intrusion detection technique that considers various points like the TCP/IP, - - OS-ELM 98.66%
hugeness of network traffic dataset, feature selection, low accuracy and UDP,
high rate of false alarms. ICMP

[4] A useful intrusion detection framework based on a support vector TCP - - SVM 99.18%
machine with augmented features.

[5] A build a model for intrusion detection system using random forest - - - Random Forest 99.67%
classifier.

[6] Examines the connection of Building Information Modeling and IoT for TCP/IP - neutral - -
filling these issues in the management of cognitive buildings. data

format

[11] A novel method for intrusion detection system based on sampling with TCP/IP - - LS-SVM

Least Square Support Vector Machine (LS-SVM). [99,62%-
99.78%]

[12] Explain the history, background, statistics of IoT and security-based RPL, - - - -
analysis of IoT architecture IPv6

[13] Presents an in-depth investigation of four significant categories of TCP/IP - - SVM -

anomaly detection techniques which involve classification, statistical,
information theory and clustering.

[14] A nature-inspired approach to estimate the probability density
function used for data clustering based on the Optimum-Path Forest
algorithm (OPF).

[20] An overview of the major challenges facing IoTs. (Security, privacy, and
interoperability)

[21] A real-world simulation service uses Internet of Things capable objects
to detect behavioral-based anomalies within a simulated smart
home/vicinity

[22] A FoG Computing based Security system to protect the IoT against
malware cyber attacks.

[23] Educate you in plain and simple terms so you can be well versed in
IoT and understand its potential to change everything we know to be
true today.

[24] A novel real-time hybrid intrusion detection frame- work

[25] A survey of IDS’s research efforts for IoT. In order to identify the main

trends, open questions and future research possibilities.

[26] Using DDF-based state estimation techniques to detect false aggregate
data and determine nodes that are suspected of injecting false data
using the SHT.

[27] A Modelbased Security Toolkit, which is integrated in a management
framework for IoT devices, and supports specification and efficient
evaluation of security policies to enable the protection of user data.

[28] A propose the Internet of Things and its significance as well as growing
trends in today’s global IT scenario. A survey of the threats correlated
with IoT routing and identifies few of the research challenges as
discussed by the research fraternity and some of the potential research
directions in achieving secure and sustainable routing with IoT devices.

[37] To propose extensive guidelines for systematic literature reviews
relevant for software engineering researchers, including Ph.D. students.
[38] Introduce existing significant security and forensics challenges within

the IoT domain and then briefly discuss papers published in this
special issue targeting recognized challenges.

[39] To analyze different supervised algorithms for the anomaly-based
detection techniques.

- - - Optimum-path -

forest, Bat
algorithm,
Firefly
Algorithm
TCP/IP, CoAP - - -
6loW-
PAN,
RPL
P - - - -
MQTT, TLS, SSL - - -
IP
CoAP, - Optimum-Path 96.02%
6LoWPAN, DTLS Forest
RPL Clustering,
SA-IDSs
CoAP - - -
6LoWPAN,
RPL
CSMA/CA
LWM2M
LLN, CoAP, - - -
IPV6, DTLS
6LoW-
PAN,
RPL
P - - SVM, Naive -
Bayes, J48

are detected by analyzing the projection profiles consisting of mo-
tion pixels as each row, column, diagonal left, and diagonal right
temporal image changes, thus allowing real-time recognition of the
posture of the person.

Furthermore relating to intrusion detection, several works also
been approaching that utilize Support Vector Machines with poly-
nomial and Radial Basis Function (RBF) kernels, K-Nearest Neigh-
bors (KNN), and the decision tree algorithm (J48) [69-76] being
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Table 2
IoT summarized works - Part 2.

Reference  PU

CP

AP

DF

MLT

PR

[40] Show the various facets of network anomaly detection so that
a researcher can quickly become familiar with all these aspects.

[41] Adopt a new approach, deep learning, cyber security to enable
the detection of attacks in the social Internet of Things.

[42] The article presents a thorough state-of-the-art survey of
model-based Network Security Metrics.

[43] It analyzes existing protocols and mechanisms to protect loT
communications, as well as open research questions.

[44] Provide an overview IoT, with an emphasis on enabling
technologies, protocols, and application issues.

[45] A new network intrusion detection method that is appropriate
for an Internet of Things network.

[46] Analyzes the existing CRADS, GIDP, and other intrusion
detection frameworks for MANET.

[47] To design a fuzzy membership function to approach both
dimensionality and anomaly mining so as reduce the
computational complexity and improve computational
accuracies of classifier algorithms.

48] Describes the operation of the on Big Data, Data Mining
Challenges on IoT and Pervasive Systems and summarizes the
opportunity to achieve network security in a more efficient
and flexible with SDN.

[49] A prototype developed in the context of the
EPSRC/eFutures-funded project Internet of Surprise:
Self-Organising Data

[50] To secure low resources IoT devices such as smart meters and
sensors against any malicious behaviors.

[51] To investigate how we can explore the characteristics of the
sensor network domain to achieve scale, fidelity, and integrity
that would be intractable in a general purpose context.

[52] Develops on a systematic analysis of the related literature,
exploring the differences between the current Internet and
IoT-based systems, presenting an in-depth investigation of the
challenges and future scenes on IoT middleware.

[53] To present and discusses a set of basic requirements and a
preliminary performance evaluation of a sample application.

[54] Proposes an architecture that employs a Bayesian event
prediction model that uses historical event data generated by
the IoT cloud to calculate the probability of future events.

[55] To review the advances on issues of security and privacy in
IoV, including security and privacy requirements, attack types,
and the relevant solutions, and discuss challenges and future
trends in this area.

[56] Proposes security measures for a defined uniform and
transparent Internet of Things middleware, named UloT.

[57] Propose an approach for the detection of incidents in the
Internet of Things, based on a correlation analysis of the
devices’ information.

TCP/IP, UDP,
ICMP

TCP/IP, ICMP,
UDP

TCP/IP
6LOPAN, RPL,
UDP, IPV6

RPL, 6LoWPAN,
IPV4/IPV6

TCP, ICMP, UDP

TCP/IP

TCP/IP

TCP/IP

TCP/IP, UDP

TCP/IP

SAODV,
Ariadne, SRP

6LowPAN,
TCP/IP, UPnP

Telnet, FTP,
IMAP

HTTP, SSH, FTP,
RSH

CoRE, CoAP

DDS, CoAP,
AMQP, MQTT,
MQTT-SN,
XMPP, HTTP
REST

AMQP, CoAP,
DHCP, DNS,
MQTT

HTTP, CoAP,
MQTT

DCP

HTTP, HTTPS,
TLS, CoAP

ADAM, SVM,
CSF-KNN,
0CSVM

SVM

random forest,
linear SVM,
multinomial

KNN, J48, SVM

SVM, NNs

SVM

99.00%,
92.00%,
65.00%

that for the classification and recognition of the types of intrusions,
the SVM with RBF presented reasonable precisions.

Most of the work conducted so far takes advantage of datasets
already used for other research. Basically, a lot of research proposes
the use of several classifiers with several datasets and analyzes
some of the requirements proposed in the study, such as accuracy,
error rate, and the possibility of these results being feasible to em-
ploy in devices that consume low computational resources, includ-
ing low-powered devices to be used in the IoT context [77-80].

The Electronic IT and Imaging Lab [81] created a dataset in
video format that detected falls captured in a real-time environ-
ment through video surveillance using an RGB camera with a rate
of 25 frames per second and resolution of 320 x 240 pixels. The
dataset consists of two types of events: normal daily activities and
actions of falls performed by various actors in different environ-

ments. Besides, 250 video sequences were captured with a time of
10 seconds each.

The video sequence contains factors to be analyzed such as il-
lumination, occlusions, and textured background. After feature ex-
traction, the proposed method was tested using SVM with poly-
nomial and RBF kernels, K-NN, and a decision tree classifier using
a 10-fold cross-validation approach for comparison purposes. The
performance of the classifiers was obtained considering the error
rate and the confusion matrix.

Another interesting work was carried out by Guo et al. [82]. The
authors addressed a critical approach related to an indoor loca-
tion for IoT-based applications such as tracking the company’s as-
sets, unattended parking, monitoring, geolocation, and smart cities.
In short, the authors developed a framework for this context and
employed the Adaboost and Random Forest classifiers. Simulations
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demonstrated the robustness in performance for the internal loca-
tion problem.

Recent advances show that Convolutional Neural Networks
(CNNs) have an excellent performance in image classification tasks,
especially when the size of the datasets is large and can also be
applied to related devices in the IoT context. Shen et al. [83] ap-
plied CNN focusing on the high requirement for communication
and data training that can be found in IoT architectures. Two pop-
ular datasets, MNIST and CIFAR-10, were used for training and test-
ing. The MNIST dataset constituted 60,000 training examples and
10,000 for testing purposes. The size of each digit image is 28 x 28,
and the CIFAR-10 dataset consists of 50,000 training examples and
10,000 for testing. The results were promising and appropriate to
achieve good performance when implemented in IoT devices for
management and better use of the resources offered by it.

A paper presented by Azmoodeh et al. [84] addresses the In-
ternet of Things (IoT) for military environments, which consti-
tutes a diverse amount of devices connected to the Internet, rang-
ing from medical devices to wearable technologies. The afore-
mentioned work presented a new dataset consisting of 1,078
normal samples and 128 samples with malware specifically for
IoT applications based on an Advanced RISC Machines (ARM)
architectures. The samples were collected using the VirusTotal3
Threat Intelligence platform from February 2015 through January
2017.

The assessments demonstrated the robustness of the approach
in detecting malware with an accuracy rate of around 98% while
still obtaining the ability to mitigate attacks of insertion of un-
wanted code. For the experiments, the authors used a detection
approach based on the selection of sequence code classes as a re-
source for the classification of samples. A feature chart was cre-

ated for each sample, and a deep learning approach was applied
for malware classification purposes.

Two recent works that deal specifically with the use of ma-
chine learning techniques concerning security issues in IoT archi-
tectures over KDD99 dataset can be referred as well. Al-Yaseen
et al. [85] proposed a modified K-means approach to reduce the
size of the training dataset as well as to balance the data for train-
ing SVMs and Extreme Learning Machines (ELMs). According to the
experiments, the performance of the proposed model achieved an
accuracy of 95.75% and a false alarm rate of 1.87%.

The other work, conducted by Feng et al. [86], a new machine-
learning based data classification algorithm was used and further
applied to network intrusion detection. The proposed approach,
named Clustering based on Self-Organized Ant Colony Network
(CSOACN) was employed to classify network activities as normal
or abnormal. This new approach combines the SVM method with
CSOACNSs to take the advantages of both techniques, and the ex-
periments show that CSVAC (Combining Support Vectors with Ant
Colony) outperforms SVM or CSOACN alone regarding both classi-
fication rate and run-time efficiency.

It can also be noted that many recent works focus mainly on
the development of frameworks that can, in a way, contribute to
the IoT architecture in various aspects, such as energy consump-
tion, consumption of local bandwidth and Internet, and intrusion
detection methods related to data security. The implementation of
frameworks and specific environments for simulation and testing
in IoT platforms can be seen in the research by Zhao et al. [87],
Bako and Ismail [88], Wang and Liu [89], Wu and Wang [90], Li
et al. [91] and Yan et al. [92].

For a better identification and visualization of all the datasets
related to this survey, Table 3 presents the works summarized

Table 3
Databases used in the works considered in the paper.
Reference DN DS CTD
[60] KDD’99, NSL-KDD, Noisy Dataset - TCP-dump raw data
(61] - - -
[62] Dataset generated by personal computer 20,000 records -
[63] NSL-KDD, KDDCUP99 - Symbolic data
[64] KDD CUP 1999 212,123 samples -
[65] Piping dataset, Crack-box dataset 2,460, 1380 levee passive seismic data
[66] NSL-KDD 148,517 Text file
[67] NSL-KDD, KDDCup 1999 33,300 records -
(93] - - -
(69] NSL-KDD - -
[70] KDD 148,753 records -
[71] - 307,641 Text file
(72] - - -
[73] NSL-KDD Cup 1999 10,000 -
[74] NSL-KDD 148,516 TCP packets
[75] AWID 1,795,575 -
[76] NSL-KDD Cup 1999 106,154 TCP, UDP and ICMP data
(77] - - -
(78] - - -
(79] - - -
(80] - - -
[81] - 250 Video data
(82] - - -
[83] MNIST, CIFA-10 70,000, 60,000 Image data
[84] Dataset created by the authors 1206 OpCodes
[85] KDD Cup 1999 494,021 -
[86] KDD99 dataset 548,015 network data
[87] A real world smart grid dataset - -
(88] - - -
(89] - - -
(90] - - -
[91] Open dataset from Kaggle 25,000 Image data
(92] - - -
Janusz Kacprzyk  Fall Detection Dataset 250 Video data
(94] - - -
(95] - - -

(96] -
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through the dataset name (DN) and size (DS), as well as the con-
tent type of the dataset (CTD).

4. Discussion and open issues

With the growth of IoT, concerns about data security risks in-
crease exponentially. Due to some factors such as the vulnerabil-
ities of devices that are used by IoT, these vulnerabilities occur
through viruses, denial of service attacks, and intrusion attempts,
among others. More robust measures should be taken to avoid
such situations, allowing system developers and IoT devices to im-
prove their methods for better security mitigation. It is necessary
to identify all the vulnerabilities and threats that may exist that
are designed explicitly for IoT architectures.

To reduce potential threats, it is perceived that the need for
more studies that focus on the knowledge of threats becomes a
fact for that context and that challenges in their security, such as
confidentiality and privacy, have been identified and must be ad-
dressed and avoided.

There is a number of works to be developed regarding secu-
rity issues in IoT-based environments, specifically for suppliers and
users, to increase the reliability of IoT applications gradually. Ad-
dressing security challenges more precisely in IoT services and de-
vices is the trend to be realized from now on.

For Perumal et al. [97], 10T is still in full development accord-
ing to the increasing use of sensors for information that is col-
lected, organized, and mined on the Web, thus including sensor-
based hardware. Fig. 3 depicts three main views of IoT that clarifies
such context: (i) “Things Oriented Vision” is the main point for the
use of embedded sensors to trace anything; (ii) “Internet Oriented
Vision”, the main point is the need to create smart objects; and
(iii) “Semantic Oriented View”, the main point concerns problems
with the data interpretation.

Another critical aspect addressed by Rayes and Salam [94] is
that the security risks for IoT are severe if the devices are em-
ployed in companies since an attacker could have access through
invasion techniques in any of these intelligent devices, allowing
company espionage by the invader.

Still, the same authors present some challenges to security in
IoT, such as IoT combined with multiple technologies, scalability,
Big Data, the availability of services for IoT, the hardware limitation
for applications, remote locations to access, mobility, and Delay-
Sensitive Service.

We observed that are specific methods for detecting intrusion
in the network, individually for each existing data communication
technology. Besides, IoT has being refined continually through dif-
ferent techniques to address such intrusions.

Things
Oriented Vision

ToV

Internet
Oriented Vision

loV

Fig. 3. The three main views of IoT.

In recent research focusing on IoT beyond the concern of power
consumption [95,96], the trend will be to interact in all layers of
the network architectures that are supported by IDS and not only
focusing on the lowest layer level, as is usual. A trend also iden-
tified in the literature is the use of IDS tools that support IoT, a
direction that should be the focus of many software manufactur-
ers, in both open source and paid software.

5. Conclusions

This research has noticed that intrusion detection within the
Internet of Things context still presents a challenge. As the Inter-
net evolves into 0T, the focus shifts from connectivity to data. This
work, therefore, focused on the newest studies in intrusion detec-
tion and intelligent techniques applied to IoT to keep data secure.

The works surveyed in this paper discussed, mainly, the con-
cern and many efforts made by the scientific community as well
as the industry focused on the development of optimized security
protocols that achieve reasonable protection while maintaining a
low or moderate energy consumption.

The work also presents several intelligent techniques that are
applied in the context of security in computer networks, and more
precisely in intrusion detection. Such techniques seek to achieve
better recognition rates in intrusion detection, but it is perceived
that the false positive rate is still the problem to be addressed in
all studies.

Some techniques can reduce the false positive rate but, in con-
trast, the training time and classification increases. On the other
hand, some techniques perform the inverse process, i.e., the false
positive rate is stabilized, but at the price of a high computational
burden for training and testing. Such an issue is way relevant for
intrusion detection, where real-time detection is a relevant factor.
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